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M2 X2OR 50| YALICL. 0| 2A= PDF 2 Word A 2 218 4 Y&LIC,

Ontological DB = PostgreSQL SH&RIL|CH AIO|I= SQL 2 AT TSt E|O|§% ol 2L |C}, JEHA-l A=
AASH= 20| of Z2|7|0[M0]L} AH|O|E<[0]7} OfL|2t HIO|E{H|O| A KFMRILICE O] EA{= 1 20| C|7EK =
S18Ll= B HEE= ZRE ®X|0] Ml HJLICE OFx| BHE|X| 42 2 (ITHAIQ| $HA|, 8'374I = g E%I'—llif.

fa—

ALE[2= 22 HAJLICE 2L Al O[AL =, oF Al

;1A

Sxt HE HA Fict Ehetol okl 27|
stx|al LH 2t 301 o ZLHat (=N —
N= LH 302 G ALHat HEZ=gI =N
2= MM 501 =HZ MEM e —
Agt2 4o, 25 PostgreSQL SEILICE,
ogt e O] 2M0jlM F£= Aot
tutsec_doctor OfAt 471 + MI| HA|. HAAZL HS SRt 20t
tutsec_nurse Lzt ZES At Q7. M7= &R room &4 otLift HAMZY HE 2XH= EX| 290t
tutsec_agent et HE AIOO|HE Ql7|. M7= &l (Action) prescribe AlsHE
tutsec_pharmacy delo| AR g Atgto] 20I8tX| eH=Ct. PRESCRIBED 7| M4 Aot J4EICE
ZH|

oo 2| AE| HHO| SHLIY YOO, Thi| ARst 4 YTE BIX K| BHSLICE SQL 222 #HSHE Mt
3

=
psql A[&0|11 SET ROLE = MAS HHELICH #IHRA X2 PostgreSQL AILHZ Al #=F HotS AL EL|C
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SQL
DROP ROLE IF EXISTS tutsec_doctor, tutsec_nurse, tutsec_agent, tutsec_pharmacy;

CREATE ROLE tutsec_doctor LOGIN PASSWORD 'doctor-pw'; CREATE ROLE tutsec_nurse LOGIN PASSWORD
'nurse-pw';

CREATE ROLE tutsec_agent LOGIN PASSWORD 'agent-pw'; CREATE ROLE tutsec_pharmacy NOLOGIN;
SELECT og_create_graph('hospital');

CYPHER
CREATE (kim:Doctor {name: 'ZUizt', dept: 'Lizt'}), (seo:Doctor {name: 'MFA', dept: 'HrZZoE'}),
(amx:Drug {name: 'OF=A|M2I'}), (zol:Drug {name: 'Zu|#'}), (met:Drug {name: 'HIEEZ7I'}),
(pl:Patient {name: '§UJB', ward: 'Li2t', room: '301', diagnosis: 'HZH'}),
(p2:Patient {name: '@MZ', ward: 'tizt', room: '302', diagnosis: '&=x'}),
(p3:Patient {name: '%5I§', ward: 'FAMZZ', room: '501', diagnosis: 'EWZ'}),
(p1)-[:TREATED_BY]->(kim), (p2)-[:TREATED_BY]->(kim), (p3)-[:TREATED_BY]->(seo),
(p1)-[:PRESCRIBED]—>(amx), (p2)-[:PRESCRIBED]—>(met), (p3)-[:PRESCRIBED]->(zol),
(p2)-[:ALLERGIC_TO]->(amx)
EFUOICH X% E|0|Z0] S MZASLICE oA §A| SQL 2 2T HER] = H|O|S /LT
SQL
SELECT name, kind, storage_table FROM og_type_view WHERE graph = 'hospital' ORDER BY type_id;
711'.
name | kind | storage_table
Doctor entity | og_data.n_1
Drug entity | og_data.n_2
Patient entity | og_data.n_3

I
I
I
TREATED_BY | relation | og_data.e_4
I
I

PRESCRIBED relation | og_data.e_5
ALLERGIC_TO relation | og_data.e_6
(6 rows)

B AFEAL MEATt gLt HEE 2=7|2 5t of
A

ZX| o™ 1 et Ao EE HO|EE £ 4 2E
L|Ct. 2Hato| 4= MX| A|™0| PUBLIC Al H$H0| 3 )

SQL
SET ROLE tutsec_nurse;
SELECT * FROM og_cypher('hospital', 'MATCH (d:Drug) RETURN d.name');
SELECT * FROM og_data.n_3;

74 :l_I.

ERROR: permission denied for function og_cypher
ERROR: permission denied for schema og_data

og_grant(¥g, &) O =& Hot2 ot Ho|| ZLICH =F2 read < write < admin QIL|CH 2JAt=
write , LIHX|[= read = A|ZFeiL|Ct
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SQL
SELECT og_grant('tutsec_doctor', 'write');

SELECT og_grant('tutsec_nurse', 'read'); SELECT og_grant('tutsec_agent', 'read'); SELECT
og_grant('tutsec_pharmacy', 'read');

97| HEr2 O[R| HWOIB 4 YBLICH2EARE] ELICH. J2{Lt A7|0HS MRS B0t HBIS i Bt
Ch S20f gl B45 adnin HO0IDZ, MZ A7t5ls B4E 27t 20| 37| Hojls B YALICE ORI 5

o= TSHO| OfL[2t M 7] SOl A ZEILICHATA).

SQL
SET ROLE tutsec_nurse;

SELECT og_create_type('hospital', 'Surgery', 'entity');

SELECT og_enable_rls('hospital', 'Patient', 'true');

SELECT og_grant('tutsec_nurse', 'admin');

SELECT og_cypher('hospital', 'CREATE (:Drug {name: "ZZE"})');

M
H

ERROR: permission denied for
ERROR: permission denied for
ERROR: permission denied for

function og_create_type
function og_enable_rls
function og_grant

ERROR: OG_WRITE_DENIED: role 'tutsec_nurse' may not create 'Drug'’
DETAIL: grant it with og_grant_write(role, graph, type, ops, props)

20| ¥ =F 2ot — HO|X| 8i= 2L

rir

UL S 2= QA 2A| SLICE og_enable_rls = EtRI(2t otef EFR)Q| X% E|O|E0]| PostgreSQL 2| A
oF HMS ZL|Ct M2 O H0|22] ZE( p_<&4> )0l CHEE SQL ZHARILICH 21 Flof 22 Ho|E QAR 2t

— 1
A2 Al

LY

SQL
SELECT og_enable_rls('hospital', 'Patient', $$p_ward <> 'HAZZL' OR current_user =

'tutsec_doctor'$$);
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SQL
SET ROLE tutsec_doctor;

SELECT r—>>'name' AS doctor_sees, r—>>'ward' AS ward
FROM og_cypher('hospital', 'MATCH (p:Patient) RETURN p.name AS name, p.ward AS ward ORDER BY
p.room') r;
SET ROLE tutsec_nurse;
SELECT r—>>"'name' AS nurse_sees, r—>>'ward' AS ward

FROM og_cypher('hospital', 'MATCH (p:Patient) RETURN p.name AS name, p.ward AS ward ORDER BY
p.room') r;

711'.
doctor_sees | ward
ghx|al | LHat
QMNIE | Lzt
@3t | maiziz

e bl | L=t
QME | Uizt
(2 rows)

U2 AAlE 2F 7t LIX| ELICH RBot=2 e HRILICH AT E AKX 21 ME HO|E og_data.n_3 = =IH
O &= HULICHSEA E0lA ALCH.

3. =2 SZIME — Z27t SME Ar2HEICH

O] 2Mo| SHYLICt. "2AAEZ Ot 20| HUEU=TH"= 2A0lIM EL3H ofollM ELh= E2[0|12, eixt= 22| FZho|
2F ASLICH gHetdhs AE |Atet of LTt
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SQL
SET ROLE tutsec_doctor;

SELECT r->>'doctor' AS doctor, r—>>'drug' AS drug_seen_by_doctor FROM og_cypher('hospital’,
'"MATCH (d:Doctor)<-[:TREATED_BY]-(p:Patient)-[:PRESCRIBED]—>(m:Drug)
RETURN d.name AS doctor, m.name AS drug ORDER BY drug') r;

SET ROLE tutsec_nurse;

SELECT r—>>'doctor' AS doctor, r—>>'drug' AS drug_seen_by_nurse FROM og_cypher('hospital’,
'"MATCH (d:Doctor)<—[:TREATED_BY]-(p:Patient)-[:PRESCRIBED]->(m:Drug)
RETURN d.name AS doctor, m.name AS drug ORDER BY drug') r;

Z1t
doctor | drug_seen_by_doctor
it | oEZ=ES
Azt | ofSAlAE
HFN | BTy
(3 rows)
doctor | drug_seen_by_nurse
AUy | HEZ=.
Auizt | ofFAIAE
(2 rows)
Atk MEY > RBls »> E0|E d2= RotsS AHLICH ZtzAts ML QAL EOEE = = JUX|TH 2 A= &AL
AHO| Z=Rl0f|lM WX 2= H=Z TA|7t IELICE O] SEHS 2Is AMZIo| = ot U2 A&LICH HIAE SQL 0] Patient
o| H|0|E& Z=2I%t1, 1 E|0|=0]| HAo| 22 US #LICt.

oA — 21'E gl= B2 L E9 HIX|AER|

S FOISHX| gro® HHME Wte|x| QALICH B2 e

A2 Patient 2| MF HIO|E0| Z2f AELICH THEO[ 1 Ef|0f S %S
= | S A A2} HLCH

= =
of 2tAlS WM &3]= ZHd 2X|AE2|( og_adj )2RZE O[0{X| 22
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SQL
SET ROLE tutsec_nurse;

SELECT r—>>'doctor' AS doctor, r—>>'patient' AS patient, r—>>'labels' AS labels, r—>>'drug' AS drug
FROM og_cypher('hospital’,
'"MATCH (d:Doctor)<-[:TREATED_BY]-(p)-[:PRESCRIBED]—>(m:Drug)
RETURN d.name AS doctor, p.name AS patient, labels(p) AS labels, m.name AS drug ORDER BY drug') r;
SELECT (SELECT count(x) FROM og_data.og_node) AS nodes_in_registry,
(SELECT count(x) FROM og_data.n_1) + (SELECT count(x) FROM og_data.n_2) + (SELECT count(x)
FROM og_data.n_3) AS nodes_visible;

21}
doctor | patient | labels | drug
Azt | @ME | ["Patient"] | HEZZY
Auizt | gXIel | ["Patient™] | Or=AlAE!
MEA | | ["Patient"] | Zu|¥
(3 rows)

nodes_in_registry | nodes_visible

8 | 7
(1 row)

2552 0|52 TS| HIOf UFLICE 131'4 "AHA QA A ZO|HE MY patient 7t T EH QUCHE HE AM
2 EELICE tE-ZH BX|AER[] 7|0z & & Hoto| giV| thE2ILICH Hik === A2 + 2F 3 +

SAL KE EHO|20M S 4 Qe e 7 HQULICH He|shH, Six] THA & 2 Eoto] £7|= 22 &M
L i | f° £ 0|EC = X|LH= ZAEQLICL O™ id 7t EXst 21 0|0f UY=XIMHK| &H FX|= 2ELICHREADME
9| "registry reads are still unrestricted"). ®Z& AHA XtH|7t QiZiet HIO|E2HH 0] 7|Stte 2= fFeL|Ct

|I|

read 4% O[RAE £ 4 QISLICH og_grant_write(%®, J2im, Efel, o, 44) OF W3 orEot gL
Ch. S At SEXte| Ao HEE &~ JUSLICH HM2 create , set, delete YLICHL
. . . SQL
SELECT og_grant_write('tutsec_nurse', 'hospital', 'Patient', ARRAY['set'l, ARRAY['room']l);
SQL
SET ROLE tutsec_nurse;
SELECT r—->>'name' AS name, r—>>'room' AS room FROM og_cypher('hospital’,
'"MATCH (p:Patient {name: "8&iX|2I"}) SET p.room = "305" RETURN p.name AS name, p.room AS room') r;
2t
name | room
________ +______
stx[gl | 305
(1 row)

R
0%
el
X
i
=)
[n
rr
N
ro
N
I
o
r
_lTl_
30)
Jn
rr

F 0| ZAFZEX| RELCY.
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SQL
SET ROLE tutsec_nurse;

SELECT og_cypher('hospital', 'MATCH (p:Patient {name:
SELECT og_cypher('hospital', 'MATCH (p:Patient {name:
SELECT og_cypher('hospital', 'MATCH (p:Patient {name:
[:PRESCRIBED]—>(m)");

|-oI-

X[2I"}) SET p.diagnosis = "gX|"');
X|21"}) DETACH DELETE p');
} 1

"Zm|E"}) CREATE (p)-

|'OII

5

o
[

X

), (m:Drug {name:

ERROR: OG_WRITE_DENIED: role 'tutsec_nurse' may not set properties on 'Patient' (property
'diagnosis"')

DETAIL: grant it with og_grant_write(role, graph, type, ops, props)

ERROR: OG_WRITE_DENIED: role 'tutsec_nurse' may not delete 'Patient'

DETAIL: grant it with og_grant_write(role, graph, type, ops, props)

ERROR: OG_WRITE_DENIED: role 'tutsec_nurse' may not create 'PRESCRIBED'

DETAIL: grant it with og_grant_write(role, graph, type, ops, props)

M0l = 2EHA 1o HHo| MEELILE. Zt2 At 2ot=2 A S HHA SHH 2R ¢lo| 0 fYLICH — CHelo| 2O0[X| ¢47|
ZYLIC

SQL
SET ROLE tutsec_nurse;
SELECT r->>'name' AS name FROM og_cypher('hospital',
'MATCH (p:Patient {name: "&»dst5"}) SET p.room = "999" RETURN p.name AS name') r;
Z1t
name
(0 rows)

2Al sQL 2 238 = A=t

Q| 2F( 0G_WRITE_DENIED )&= 2lZIO|
og_grant_write = Xz Ho|go &
t

e SQL = 2 g HsLt

[

HX XIS 2] = Z10|1, AX| M2 T of2of| UELICt.
2 Ct?| PostgreSQL GRANT Z SAHZILICH (ADR-026). J2HA AT K|

SQL
SELECT grantee, privilege_type, column_name FROM information_schema.column_privileges
WHERE table_schema = 'og_data' AND table_name = 'n_3' AND grantee = 'tutsec_nurse' AND
privilege_type <> 'SELECT';
z4 :I_I.
grantee | privilege_type | column_name
tutsec_nurse | UPDATE | p_room
(1 row)
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SQL
SET ROLE tutsec_nurse;

UPDATE og_data.n_3 SET p_diagnosis = '&X|' WHERE p_name = 'StX|ZI';
DELETE FROM og_data.n_3;
INSERT INTO og_data.n_2 (id, p_name) VALUES (1, 'E=Z

re

');

ERROR: permission denied for table n_3
ERROR: permission denied for table n_3
ERROR: permission denied for table n_2

S12% A ( p_room )2 LAl SQL 2= HH 1, J0fE 2CHA|O] FAH nfj20j| HO|= F ot Ciato| ElL|C,

BEHA|. 771 =7t — AR I ZHAL 1=

og_enable_stamping S Z EtRI2 HOICE F=7t M| U=XIE HELICH 22 "ol WE= 20| OFLIZE MMM SLIT.
created_by / updated_by = CIO[E{H[O| AT} OF= HE0|1, actor - source = OHSE|A|0[H0] M o= &

2 T ZLCt,

ARMITE A F, QAL M SXE JRHAIZLICEH 2 SH=XI( 0g. reason )= i LRIL|CH ol ARMIE= og_meta(id)

SELECT og_enable_stamping('hospital', 'Patient'); sat
SELECT og_enable_stamping('hospital', 'PRESCRIBED');
SET ROLE tutsec_doctor;
SET og.actor = 'Zuhat'; SET og.source = 'QZ{-EMR'; SET og.reason = '8& 2&';
SELECT og_cypher('hospital', 'CREATE (:Patient {name: "Huls", ward: "Lz, room: "303", diagnosis:
"HAME)');

SQL

SELECT m—>>'created_by' AS created_by, m->>'actor' AS actor, m—>>'source' AS source, (m-
>>'created_at') IS NOT NULL AS has_time

FROM og_meta((SELECT (r->>'i')::int8 FROM og_cypher('hospital', 'MATCH (p:Patient {name: "HTIZ"})
RETURN id(p) AS i') r)) m;

21}
created_by | actor | source | has_time
tutsec_doctor | &L=t | 2Z{-EMR | t
(1 row)
ARMTE AO|H £$M4O2 £ 4 @11 ( SET p.__created_by = .. & 0G_RESERVED_PROPERTY Z HEEILIC}H), H|O|

= TH|0ll UPDATE #3t2 7H8l QlAZE @IAl SQL 2 HOME E2|AH7} =[STLICE Otz UPDATE = MEotX| ot S2{d2
22 = LCt
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SET ROLE tutsec_doctor;

UPDATE og_data.n_3 SET __created_by = 'mallory', _ actor = 'forged', _ created_at = '2000-01-01'

WHERE p_name = 'HIIS"
RETURNING p_name, _ created_by, _ actor, _ created_at > '2020-01-01' AS time_kept;

SQL

71]!_'.
p_name | _ _created_by | __actor | time_kept
HUS | tutsec_doctor | Zuim | t
(1 row)
Eol= At 20 og_data.og_audit Of= E&LICH XIZ7K| ZE=ALRE QJALZL $F MT|E FLICE
SQL
SELECT db_user, actor, reason, rows_out, substr(query, 12, 44) AS query
FROM og_data.og_audit
WHERE db_user <> 'dev' AND (query LIKE 'S%SET %' OR query LIKE 'SCREATE %')
ORDER BY audit_id;
7:1:|_|.
db_user | actor | reason | rows_out | query
tutsec_nurse | | | 1 | MATCH (p:Patient {name: "$tX|2I"}) SET p.room =
tutsec_nurse | | | 0 | MATCH (p:Patient {name: "&st="}) SET p.room =
tutsec_doctor | Zufzt | 2 L) | 0 | CREATE (:Patient {name: "HoI&", ward: "Wizt", r
(3 rows)
e db_user = PostgreSQL 0| Ot= Heo|2f EXZL DE 4= YIELICE actor - reason 2 AM|M0| &9t 7t
LTt
o DAL = M| HE2 rows_out = 0 YULICL HO|X| b= XHE O X|2{TE A= L|CE
o ATHAIO|M HEE AO|H M| 42 YUELICHL LEE ELF 2E2 EUT AN} SH| ZA A = S2TLICH
(PostgreSQL M =270f= =&LICH.
e O| 20 AIXIE X[LiZt Holo| 7|SRILICE &A| SQL 2 AT HAts BX| 2t of7[ofl ®5|X| eb&LICt.
write #ZQl QAT Xp7| EXM TA|X| REHLICH,
SQL
SET ROLE tutsec_doctor;
DELETE FROM og_data.og_audit;
UPDATE og_data.og_audit SET db_user = 'tutsec_nurse';
7:1:|_|.
ERROR: permission denied for table og_audit
ERROR: permission denied for table og_audit
6THA|. l<2l(Action) — Of|0|ME = Ml Xl Yot str}
X 2 Of0|HE= 17| HehEol2f, LLM O] O{H AO|HE 2HEO| L= M7|= HREL|CHORE HE S5 & ). thid
| SHLIE FLICH A= 22 (Ato|m ot ), Ti2t0[E] A|oF, TH| ZHS 71El SECURITY DEFINER 24=0]1, A&
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H( run_as )2 Aotz HAELICL O{7[M= "E|Z|7} Gl of2h Mottt LT

SQL
SELECT og_grant_write('tutsec_pharmacy', 'hospital', 'PRESCRIBED', ARRAY['create'l);

SELECT og_define_action('hospital', 'prescribe',

'MATCH (p:Patient {name: $patient}), (m:Drug {name: $drug})

CREATE (p)-[:PRESCRIBED]—>(m) RETURN p.name AS patient, m.name AS drug',

'tutsec_pharmacy',

params => '{"patient": "string", "drug": "string"}',

precondition => 'MATCH (p:Patient {name: $patient})-[:ALLERGIC_TO]->(m:Drug {name: $drug}) RETURN
count(p) = @ AS ok',

description => '¥#27|7} Q= AoH M
SELECT og_grant_action('tutsec_agent', '

StCt') ;
hospital', 'prescribe');

518kl= B2 eX|2ofA HEZZE

SQL
SET ROLE tutsec_agent;

SET og.actor = 'rx-assistant'; SET og.reason = 'OfZt X E=X';
SELECT r—>>'patient' AS patient, r—>>'drug' AS drug
FROM og_run_action('hospital', 'prescribe', '{"patient™: "$tx|2I", "drug": "HEZZ22I"}') r;

M
H

patient | drug

stxjgl | HEZ=Q
(1 row)

Hee|s ZRSLC K22 © 0IHET} I & AO|H, @ QM2 Ol=AIME Y277} Uu (M £7), @
dose = 720f Q= M20[E{0]T, @ drug O EFRIO| 3T, @ | Flo| Ady|= 2 HE 4 glon, @ ZtSAs
0 29| Al HBHS UrK| QRLALICH

SQL
SET ROLE tutsec_agent;

SELECT og_cypher('hospital', 'MATCH (p:Patient {name: "&X|21"}), (m:Drug {name: "ZU|#"}) CREATE (p)-
[:PRESCRIBED]—>(m)"');

SELECT og_run_action('hospital', 'prescribe', '{"patient": "QAME", "drug": "OISA[&Z"}"');
SELECT og_run_action('hospital', 'prescribe', '{"patient": "QMZ", "drug": "ZI|&", "dose":
"900mg"}');

SELECT og_run_action('hospital', 'prescribe', '{"patient": "QAMZ&", "drug": 7}');
SELECT og__action_exec(1, '{"patient": "QAMZE", "drug": "OIZA[AlZ2I"}');

SET ROLE tutsec_nurse;

SELECT og_run_action('hospital', 'prescribe', '{"patient": "$tx|2l", "drug": "ZET|&"}');

Z4 7
ERROR: OG_WRITE_DENIED: role 'tutsec_agent' may not create 'PRESCRIBED' e
DETAIL: grant it with og_grant_write(role, graph, type, ops, props)
ERROR: OG_ACTION_REJECTED: the precondition of action 'prescribe' did not hold for these parameters
ERROR: action 'prescribe' does not take a parameter named 'dose’
ERROR: action 'prescribe': parameter 'drug' must be a string
ERROR: permission denied for function og__action_exec
ERROR: permission denied for schema og_action
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AR 2CHA|2] M of2of| ASLICE &7 HY tutsec_pharmacy = A ES SIS = = QCEE, L2 2=
S 2oh=0i7| ot 2F g10] 0 #O| S0t OFF AT THSOX|X| SELICH A7t HE F= 2ok 4% Fo| 7zl gt
SYLICH

AL 2O0j= AlQ O|F, H= £ A, Kl0IHET} Bl 0|52t ol 77t &7 EHELITh 43¢ MY o AS JLCf.

SQL
SELECT action, db_user, actor, reason, rows_out

FROM og_data.og_audit WHERE action = 'prescribe' AND query LIKE 'SCREATES' AND rows_out = 1;

M
H

action | db_user | actor | reason | rows_out

prescribe | tutsec_pharmacy | rx-—assistant | Ofzt
(1 row)

o
HI
b
-

Hok: Aol FHE SQL &4( og_define_action
ASLICE lang => 'typeql' 22k Jolg

=
( engine/src/security/action.rs ), 1H=l oF

og_grant_action , og_run_action )20|1 AfO|H 22
|2t TypeQL E—E—OiIE mj2H|E{7} MEE|X| 2o}

RBH AR 4 QIBLICE,

ol
PN
S

Pl

A
e
=

Ho

75t7|. Neodj EBIO|HE Mas|c 22 Hsto|c}

Bolt AIO|E0[0]= AHEAF M7t QIELICH E2t0|H7F Hil ALgX} 0| St H|ZHS Z PostgreSQL 0| 2 HEZ H

&35t11, Y&l Amsh= "0| MIHRILICE tx_metadata 2| actor - source - reason 2 og.actor S2

=
- M UETE HAHSHA| QESLICE O] 2M7} 2H= HIO|E{H|O|A( tut_security )oi| H[O|E2
0|2 £0[2, H|ZHD °._|§0| AL =2 Uz dlot ASEEQN I =HQLCE

o PYTHON
from neo4j import GraphDatabase, Query

URL = "bolt://127.0.0.1:27699"
Q = "MATCH (d:Doctor)<-[:TREATED_BY]-(p:Patient)—[:PRESCRIBED]->(m:Drug) RETURN DISTINCT d.name AS
doctor, m.name AS drug ORDER BY drug"
for user, pw in [("tutsec_doctor", "doctor-pw"), ("tutsec_nurse", "nurse-pw"), ("tutsec_nurse",
"wrong")]:
try:
with GraphDatabase.driver(URL, auth=(user, pw)) as drv, drv.session(database="hospital") as

print(user, [(r["doctor"], r["drug"]) for r in s.run(Q)])
except Exception as e:
print(user, " , e.code)
with GraphDatabase.driver(URL, auth=("tutsec_nurse", "nurse-pw")) as drv,
drv.session(database="hospital") as s:
s.run(Query("MATCH (p:Patient {name: '@MZ'}) SET p.room = '310'",

->

metadata={"actor": "station-3", "reason": "t 0|5"})).consume()
71:'_'.
tutsec_doctor [('ZUjnt', 'OIEZEQI'), ('Ziizt', 'olFAAMEIY), ("AMFA', 'ZSodE')]
tutsec_nurse [('Zuizt', 'MEE=CY), ('ZLizt', 'OFFAIMEI')]

tutsec_nurse —> Neo.ClientError.Security.Unauthorized
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OpX|aF M7|o| ZEAF 2 principal = tutsec_nurse , db_user = tutsec_nurse , actor = station-3,
reason = WA 0|5 O HUELICH (Y HASS #+HFA MMM SET ROLE Pt 20|12} & Q! principal
0| dev RE&LICH. 22 MMO||M ZtS AL SET p.diagnosis £ HL{H 4CHA|QF 22 0G_WRITE_DENIED 7t E2}
O|tq of|2|2 ZOohZLICt.

3= SXY ArEN o] 2MojlM 2 =
AIXIAEZ| 97| ®et S, LE-7Hdo| Exf, Etel, A2 47| JE RFof|A =olct 3EHA ekA
2hdl gl= THEo CHSt & ~F 2 K42 JIXIX|P Z2= Hert 2ist ErY2 miEo 212 S zojof e 3EHA "ekA
ot zict
#FIHIA PostgreSQL #AICHE o & Hotg AHCE OE2AH0|MS #HRME  FH|

o

HEAF|IH 2~3EHAl= HEE[X| Qb=Ct

HRE AZ-JA SQL 2 ZAt og_audit Ol &X| k=Lt AR E 222 EMMnt o =|S2X| 12, & BEHA

Al SQL 2 TS X[LEX| b=Ct

actor - source - reason MMo| 7= 2t Q=8 4~ ¢l= 742 db_user - created_by LC} 5EHA
ol EH SQL &0t TypeQL 222 Of2I0|EE K| 23t 6 HA|
HAy ME Eo|29| ZHH( p_ward )2 M= SQL. EFRIE HHM o}Lt 20HA|

( og_policy )O|H CtA| EE2H WH|EIC}

Bolt O] tx_metadata SIM AA( bolt/src/session.rs )2 HLESH HO|EHO[O T ML EICE 7T
O Fof| Y=L Ho[LH2|= £8%| AR}

ot HAlSE A2 25 PostgreSQL O|ASLICH HEO| 20|11, FHO| H|O[Z0| Za{ AN =2|2| Z=lof|A O] x|
A, M7 Hok2 2™ GRANT 2t AHO|H= SQL 0|= Bolt & &2 EE ZELICE AEI0| Het A2 1 92| af2 ZYLICt
ol
21

|2 HE HAX], AT E2[H, ZAL S

4>

Ontological DB — “L#{ 3 3] Fol| = A &5 = & — A€ Bt 12/13



SR ChA HY|

SQL
—— 0. A2 PostgreSQL Y&, ORI FX| YoM OFRAL R $ICt (read c write c admin)

CREATE ROLE nurse LOGIN PASSWORD '..'; SELECT og_grant('nurse', 'read'); SELECT
og_revoke('nurse');

—— 1. &7 & & 2ot FHMA2 NF Ho|22 ZH(p_<£Hd>)0f st sQL

SELECT og_enable_rls('hospital', 'Patient', $$p_ward <> 'B&ZZ' OR current_user = 'doctor's$$);
— (d:Doctor)<-[:TREATED_BY]-(p:Patient)—-[:PRESCRIBED]—>(m:Drug) p 7t o Ho|H ZH=Z7} gict
= (d:Doctor)<—[:TREATED_BY]-(p)-[:PRESCRIBED]—>(m:Drug) 2fgo| gle™ ZA=2e et (stA)

— 2. M7[: Bt - 9dt(create|set|delete) - £4. Z3 GRANT O[22 @IA| SQL o= =&

SELECT og_grant_write('nurse', 'hospital', 'Patient', ARRAY['set'], ARRAY['room']); =

og_revoke_write(..)

—— 3. ABIQt ZWAb: %7H(db_user) - 7& oidsi(actor) - @(reason). Bolt OlAME tx_metadata

SELECT og_enable_stamping('hospital', 'Patient'); SET og.actor = '.'; SET og.reason = '.';

SELECT og_meta(<id>);  SELECT *x FROM og_data.og_audit;

— 4, #el: mEmolE A + MM BH + AR FEe| H§

SELECT og_define_action('hospital', 'prescribe', '<Ato|H 2&>', 'pharmacy'’,
params => '{"patient": "string", "drug": "string"}', precondition => '<.. RETURN .. AS ok>');

SELECT og_grant_action('agent', 'hospital', 'prescribe');

SELECT og_run_action('hospital', 'prescribe', '{"patient": ".", "drug": "."}');

-

=)
S

Z: AW 014 - ADR-025 - ADR-026 - Hot ZiAt = +H

rot

of o

fmjo
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https://github.com/uengine-oss/ontological-db/blob/main/specs/014-write-security-context/spec.md
file:///Users/uengine/ontological-fabric/web/docs/99_decisions/ADR-025-privilege-model-default-deny.html
file:///Users/uengine/ontological-fabric/web/docs/99_decisions/ADR-026-write-privileges-as-postgres-grants.html
file:///Users/uengine/ontological-fabric/web/docs/07_security/10_fixed.html

